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Abstract 

Cloud computing has recently emerged as one of the best global trend in computing for hosting and delivering 

hardware and software services to organisations and enterprises over the internet. With the growing adoption of 

cloud computing, it is necessary to note that, cloud computing  is currently at its infancy, with many possible 

challenges  despite the fact that it offers huge opportunities to the IT industry .However, this paper looks into 

what is actually cloud computing, how does cloud software  differ from traditional software, is there any 

benefits in cloud computing compared to other computing platforms, what are the challenges or the challenging 

issues in cloud computing.  
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1.0: Introduction 

Computing is being transformed to a model consisting of services that are commoditized and delivered in a 

manner similar to conventional utilities such as water, electricity, gas, and telephony. In such a model, users 

access services based on their requirements without regard to where the services are hosted or how they are 

delivered. Cloud computing is a growing idea in the world of IT, born out of the necessity for computing on the 

go. It brings the user access to data, applications and storage that are not stored on their computer [11] 

Several computing platforms have promised to deliver this utility computing vision and these include cluster 

computing, Grid computing, and more recently Cloud computing. The latter term denotes the infrastructure as a 

“Cloud” from which businesses and users are able to access applications from anywhere in the world on 

demand. Thus, the computing world is rapidly transforming towards developing software for millions to 

consume as a service, rather than to run on their individual computers [2] 

Presently, it is common to access contents across the Internet independently without reference to the underlying 

hosting infrastructure. This infrastructure consists of data centers that are monitored and maintained around the 

clock by content providers. Cloud computing is an extension of this paradigm wherein the capabilities of 

business applications are exposed as sophisticated services that can be accessed over a network [10] 

Cloud service providers are incentivized by the profits to be made by charging consumers for accessing these 

services. Consumers, such as enterprises, are attracted by the opportunity for reducing or eliminating costs 

associated with “in-house” provision of these services. However, since cloud applications may be crucial to the 

core business operations of the consumers, it is essential that the consumers have guarantees from providers on 

service delivery. Typically, these are provided through Service Level Agreements (SLAs) brokered between the 

providers and consumers [1][2]. 

 

1.1:  Cloud-Based Software versus Traditional Software 

The term "cloud computing" refers to a variety of Internet-based computing services.  He added that, the 

difference between cloud-based software and traditional software is that, when you access the cloud, your 

desktop, laptop, or mobile device is not the thing doing the actual computing; the computing happens in a large 

datacenter outside your organization, and you simply see the results of it on your screen [7] 

Most cloud computing services are accessed through a web browser like Microsoft Internet Explorer, Microsoft 

Edge, Mozilla Firefox, or Google Chrome which is not obtainable in traditional software services.  You can also 

use certain cloud services via a dedicated mobile app or through a browser on a Smartphone or tablet. Therefore, 

cloud services don't require users to have sophisticated computers that can run specialized software as it is, in 

the case of traditional software. 

Specifically, "cloud computing" usually refers to a cloud alternative to something that organizations would 

traditionally manage in-house. For example, a webmail service is a cloud-based alternative to hosting your own 
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email server. A cloud-based constituent relationship management (CRM) database system is an alternative to 

running a donor database in your office. 

1.3: Basic Types of Cloud: Infrastructure, Platform, and Software 

Cloud computing is broken into three main layers. The names and definitions of these layers vary slightly from 

one source to the next, but they can generally be summarized as infrastructure as a service, platform as a service, 

and software as a service [12],[13] 

 

Figure 1.0:  Layers of Cloud Computing 

 

Source: https://en.wikipedia.org/wiki/cloud_computing 

 

1.3.1:  Software as a Service (SAAS) 

SaaS basically means any Internet-based software or service that you rent, usually on a per-user, per-month 

basis. It is the most common type of cloud service that small offices use. If an organization doesn't write or 

customize its own software, then her interest in cloud computing will be in software as a service (SaaS).  Some 

SaaS applications are highly customizable, and you may even need a consultant to help set them up, but they 

generally don't require specialized knowledge for day-to-day operation and maintenance. Examples of SaaS 

include Microsoft Office 365, Google Apps, and Salesforce. 

1.3.2: Platform as a Service (PAAS) 

PaaS is the next level of the cloud. The vendors of PaaS services provide a certain framework and a basic set of 

functions that customers can customize and use to develop their own applications. Examples of PaaS services 

include Google App Engine, Force.com from Salesforce, and Microsoft Azure. 

1.3.3: Infrastructure as a Service (IAAS) 

IaaS is the foundation or bottom layer of cloud computing. It includes services like storage, backup, and 

security. An oft-cited example is Amazon Web Services, which includes database, storage, virtual private 

server, and support services that are available on demand by the hour or by the MB. Many SaaS applications 

rely on Amazon Web Services or other IaaS providers. Cloud-based Voice over Internet Protocol (VoIP) 

telephone service is another example of IaaS. 

 

http://www.microsoft.com/about/corporatecitizenship/en-us/office365-for-nonprofits/
http://www.google.com/nonprofits/products/
http://www.salesforce.com/solutions/nonprofit/
https://appengine.google.com/start
http://www.salesforce.com/platform/products/force/
https://azure.microsoft.com/en-us/
http://www.techsoup.org/phone-service
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1.4:  Benefits of Cloud Computing 

Computing has moved from the Iron and industrial era to an era of participation. This participation is done on 

the internet which is biggest platform in computing. On the internet, a user can chat, post blogs, upload pictures, 

make transactions, learn or even provide telemedicine. The cloud is not something floating above our heads; it is 

a real infrastructure that centralizes data to open the doors for our participation. Cloud computing has become 

one business solution that every organisation needs, which is why it is important to know its benefits as a 

software offering [4],[9] 

1. No need to Purchase Sophisticated Systems 

Cloud hosting enables the clients to enjoy minimal expenditure as everything can be done in the cloud. The 

local systems of the organisation have very less to do.  Money is saved as there is no need for expensive 

devices. 

 

2. Access from Myriad Options 

Cloud services can be accessed through systems, tablets, IPad, netbooks and even mobile phones. This does not 

only increases efficiency but enhances the services provided to the consumers. The requested orders, 

documents, and valuable files are available via a single touch. 

 

3. Software Expense 

   Cloud infrastructure eliminates high cost of software as the software are already stored on the cloud servers and 

provided as a service. It removes the need for buying expensive software and paying for their licensing costs. It 

also eliminates time to time software upgrading which retains company’s time and resources. 

 

4. The cooked food 

 The expense of adding new employees is not affected by the applications’ setup, installation and arrangement 

of a new device. Cloud applications are right at the desk of employees that are ready to let them perform all the 

work. The cloud devices are like cooked food. 

 

5. Lowers traditional servers’ cost 

Cloud platform removes the extra costs associated with increasing memory, hard drive space and processing 

power of the server. 

 

6. Data Centralization 

Another key benefit of cloud services is the centralized data. The information for multiple projects and 

different branch offices are stored in one location that can be accessed from remote places. 

 

7. Data Recovery 

 Cloud computing providers enables automatic data backup on the cloud. The recovery of data when a hard 

drive crash is either not possible or may cost a huge amount of money or wastage of valuable time. 

 

8. Sharing Capabilities 

All precious documents and files can be emailed, and shared whenever required, so you can be present 

wherever you are not. 

 

9. Cloud Security 

  Cloud service vendor chooses only the highest secure data centers for your information. Moreover, for 

sensitive information in the cloud there are proper auditing, passwords, and encryptions. 

 

10. Instantly Test 

Various tools employed in cloud computing permits you to test a new product, application, feature, and 

upgrade or load instantly. The infrastructure is quickly available with flexibility and scalability of distributed 

testing environment. 
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1.7 Issues in Cloud Computing 

It is important to note that cloud computing has lots of advantages or benefits to the business world. Companies 

are increasingly aware of the business value that cloud computing brings and are taking steps towards transition 

to the cloud. A smooth transition entails a thorough understanding of the benefits as well as the challenges 

involved. Like any new technology, the adoption of cloud computing is not free from issues. Some of the most 

important challenges are as follows [6] 

 

1. Issues of Security and Privacy in cloud computing 

One of the keen issues in cloud computing is how it addresses the security and privacy concerns of businesses. 

Cloud Computing is often marketed as an efficient and cheap solution that will replace the client-server 

paradigm. The paradigm shift involves/results in the loss of control over data as well as new security and 

privacy issues. For this reason caution is advised when deploying and using Cloud computing in enterprises. 

The fact that the valuable enterprise data will reside outside the corporate firewall raises serious concerns. 

Hacking and various attacks to cloud infrastructure would affect multiple clients even if only one site is 

attacked.  

With Cloud Computing rapidly gaining popularity, it is important to highlight the resulting risks. As security 

and privacy issues are most important, they should be addressed before Cloud Computing establishes an 

important market share. Many IT and important research agencies are aware of these risks and have produced 

reports and analyses to document them [1], [6]. 

There seems to be no area of ICT that is not affected by Cloud Computing. Two main issues exist with security 

and privacy aspects of Cloud Computing:  

1. Loss of control over data and 

2. Dependence on the Cloud Computing provider. 

These two issues can lead to a number of legal and security concerns related to infrastructure, 

identity management, access control, risk management, regulatory and legislative compliance, auditing and 

logging, integrity control as well as Cloud Computing provider dependent risks. 

Typical issues due to the loss of control over data are: 

1. Most customers are aware of the danger of letting data control out of their hands and storing data with an 

outside Cloud Computing provider. Data could be compromised by the Cloud Computing provider itself or 

other competitive enterprises which are customers with the same Cloud Computing provider. There is a lack of 

transparency for customers on how, when, why and where their data is processed. This is in opposition to the 

data protection requirement that customers know what happens with their data. 

2.  Many Cloud Computing providers are technically able to perform data mining techniques to analyze user data. 

This is a very sensitive function and even more so, as users are often storing and processing sensitive data when 

using Cloud Computing services. This holds especially true for social media applications that encourage users to 

share much of their private life. 

3. Mobile devices, in particular with their limited storage and computing capabilities are drivers for having 

services provided by Cloud Computing instead of using software on individual computers. Even data that are 

only to be transferred from one mobile device to another (local) device, are often transferred via the cloud, when 

cloud oriented applications on the mobile devices are involved. Therefore users often put themselves at risk 

without noticing this, as they assume that the data is transferred locally. 

4. Since Cloud Computing is a service; it has to be accessed remotely. The connection between the Cloud 

Computing provider and customer is not always adequately protected. Security risks that threaten the transfer 

line include eavesdropping, DNS spoofing, and Denial-of-Service attacks.  

5. The paradigms shift in Cloud computing makes the use of traditional risk management approaches hard or even 

impossible. Irrespective of the fact that control over data is transferred to the Cloud Computing provider, risk 

management and compliance issues are split between the Cloud Computing provider, Internet provider and 

customer. However, compliance can be seen as one of the important trust factors between the Cloud Computing 

provider and customer. Regulatory and legislative compliance is also problematic. Cloud data centers can be 

geographically dispersed. Therefore legislative compliance is not currently adequately defined. 

6.  As all technical control is given to the Cloud Computing provider, customers often want to have an external 

audit of this provider. Therefore logging and auditing information has to be stored and protected in order to 
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enable verification. Appropriate logging could provide the possibility for forensic investigation in cases of 

incident.  

7. Concerns also exist with regard to deletion of data: It is difficult to delete all copies of electronic material 

because it is difficult to find all copies. It is impossible to guarantee complete deletion of all copies of data. 

Therefore it is difficult to enforce mandatory deletion of data. However, mandatory deletion of data should be 

included into any forthcoming regulation of Cloud Computing services, but  still it should not be relied on too 

much: the age of a Guaranteed complete deletion of data”, if it ever existed has passed. This needs to be 

considered, when data are gathered and stored. 

8. Data Protection and Privacy legislation is not even similar in many countries around the globe yet Cloud 

Computing is a global service of the future. Consequently the problems and risks that affect data protection rules 

in Europe must be considered properly when Cloud Computing platforms are located on servers in non-

European countries.  

9. Cloud computing depends on a reliable and secure telecommunications network that assures and guarantees the 

operations of the terminal users of the services provided in the cloud by the cloud computing provider. 

Telecommunications networks are often provided separately from the Cloud computing services [5],[10] 

Typical issues with regard to the dependence on the Cloud Computing provider are: 

1. A major concern regarding dependence on a specific Cloud Computing provider is availability. If the Cloud 

Computing provider were to go bankrupt and stopped providing services, the customer could experience 

problems in accessing data and therefore potentially in business continuity.  

2. Some widely used Cloud Computing services (e.g. GoogleDocs) do not include any contract between the 

customer and Cloud Computing provider. Therefore a customer does not have anything to refer to if incidents 

occur or any problems arise. 

3.  Cloud Computing is a service similar to other more “traditional” services and utilities (e.g. telecommunication, 

transaction banking, electricity, gas, water, etc.) Both Cloud Computing services and traditional services and 

utilities tend to be offered by large providers dealing with smaller customers. Therefore the customers usually 

depend on the providers because it is difficult to change providers if it is possible at all. Consequently traditional 

services (e.g. telecommunication, transaction banking, electricity, gas, water, etc.) are usually regulated with 

regard to the functionality range (e.g. mandatory functions, coverage), pricing, liability of the provider, and 

reliability. 

Cloud Computing corroborates a trend that ICT security is no longer a purely technical issue but an issue 

between individuals and organisations and thus includes both human and organizational aspects such as 

management, contracting, and legal enforcement[5],[10] 

 

2. Interoperability and Portability 

Businesses should have the leverage of migrating in and out of the cloud and switching providers whenever they 

want, and there should be no lock-in period. According to the Information Systems Audit and Control 

Association (ISACA), calculating the total cost of an IT service against its potential return is always a challenge, 

and cloud computing brings a new wrinkle to this process. An analysis of cloud computing benefits must 

include a short- and a long-term outlook as well as potential termination costs. 

Enterprise migrating from one platform to another may not understand the associated costs of cloud 

interoperability. Not only is the move itself into and out of a cloud environment a costly endeavor, but tasks 

such as redeveloping code and data introduce additional, frequently unexpected, costs. 

The core cloud interoperability problem is that cloud providers have not done a good job coordinating the use of 

languages, data, interfaces and other subsystems that are now largely proprietary. Thus, the notion that you can 

easily move from one provider to another without significant work and cost is largely science fiction at this 

point 

Moreover, the thought that clouds will work and play well together as a matter of practice is a leap of faith. 

When one cloud service provider doesn't build its interfaces to work directly with another cloud provider, new 

cloud users must figure out the best way to move data between them or share core business processes. So, what 

can an enterprise do now to work through a lack of interoperability and portability standards?  

First, consider interoperability and portability in the cost-benefit analysis of moving to cloud computing. 

Second, select cloud providers that can provide you the best portability and interoperability. It's not a perfect 

https://www.isaca.org/Pages/default.aspx
https://www.isaca.org/Pages/default.aspx
http://searchcloudcomputing.techtarget.com/photostory/2240149038/Top-10-cloud-providers-of-2012/1/Introduction
http://searchcloudcomputing.techtarget.com/tip/Reducing-risks-with-multiple-cloud-service-providers
http://searchcrm.techtarget.com/news/2240232623/Microsoft-Salesforce-entente-focuses-on-customers-interoperability
http://searchcloudcomputing.techtarget.com/news/2240175259/Verizon-Terremark-CTO-VMware-is-suspect-number-one-in-cloud-vendor-lock-in
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world, but many cloud service providers are doing a better job understanding the needs of their users who are 

migrating to their platforms, including better service, language and data compatibility. But make sure you do a 

proof of concept (POC)  

to determine the true state of interoperability and portability before making the move [6].Finally, don't be afraid 

to hold off on the cloud migration for now. Cloud standards likely won’t be established anytime soon, so don’t 

hold your breath and wait. And cloud providers will only get better at portability and interoperability [6].  

 

 

3. Reliability and Availability 

Cloud providers still lack round-the-clock service; this results in frequent outages. It is important to monitor the 

service being provided using internal or third-party tools. It is vital to have plans to supervise usage, SLAs, 

performance, robustness, and business dependency of these services. 

4. Performance and Bandwidth Cost 

Businesses can save money on hardware but they have to spend more for the bandwidth. This can be a low cost 

for smaller applications but can be significantly high for the data-intensive applications. Delivering intensive 

and complex data over the network requires sufficient bandwidth. With a low bandwidth, the benefits of Cloud 

computing cannot be utilized. Sometimes even a high bandwidth satellite connection can lead to poor quality 

performance due to high latency. Because of this, many businesses are waiting for a reduced cost before 

switching to the cloud. 

1.8: Recommendation 

Risk management and (legal) compliance issues must be well defined in the contract between Cloud Computing 

provider and customers, and should enable transparency with regard to the processing and storage of data, e.g. 

the physical location of data storage. In this way, the trust between the Cloud Computing provider and 

customers can be strengthened. The service provided shall be compliant with the regulation and legislation that 

the customer needs to follow, and also customers should be enabled to be compliant with the respective 

regulation and legislation. 

The communication line between the Cloud Computing provider and the customers has to be adequately 

protected to ensure confidentiality, integrity, authentication control and further to minimize the risk of denial-of-

service attacks. An open and clear specification of the measurements taken to ensure the security of the 

communication line should be obligatory for any Cloud Computing provider and should be based on open and 

transparent standards and technologies. 

The Cloud Computing providers should be obliged to ensure data confidentiality. Mandatory deletion of data 

should be included into potential regulation of Cloud Computing services, but it should not be relied upon too 

much. The fact that there is no guaranteed complete deletion of data needs to be considered, when data are 

gathered and stored. In order to guarantee the availability of data, local backup of essential data by customers 

should be considered. 

Development and better promotion of software that enables local data transfers between devices should be 

encouraged. The telecommunications network that supports the cloud computing services should be secured and 

protected against malware and DOS attacks. 

Adequate logging and auditing should be provided. An external audit can be beneficial for the  

reputation of the Cloud Computing providers as well as for strengthening the trust with the customer. 

 Non-professionals (e.g. the usual user) should be educated with regard to the new paradigm. Education should 

prepare them to make competent decisions on using Cloud Computing services including what information 

should be transferred into the Cloud and under what circumstances. 
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